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accessed by people who do not have physical access to the
original tag, because the data in the tag must be the same as
the data on the backend / Reader [2].

Abstract— This paper proposes RFID card security
system using Synchronized Secret Method. Radio
Frequency Identification (RFID) is a technology to make
identification process easier. This implementation such as
Student Identity Card (KTM) for attending. The use of
this technology continues to grow, so the RFID technology
security system needs to be considered, one of the security
threats to this technology is data cloning. Attackers can
use data that has been cloned to perform activities on
behalf of students who have original data. In this paper,
the prevention of data cloning of the student's sign card
has been implemented using the synchronized secret
method. Synchronized secret method is a method that
enters a code into a RFID rewriteable tag that is known
only to the person directly related to the tag, and each
performing the code will be replaced by the latest code,
one-time password. There are many experiments have
been done for proving this method. The result shows this
method can effectively increase the security system of
RFID card.

Based on the background, the existing problem can be
formulated is how to implement security on student ID cards
using the synchronized secret method. As for the limitation
of the problem for this study so that the problem taken does
not extend. First the tool is still a prototype. Next it requires
an RFID tag. Also, it requires an RFID reader. The RFID used
is a passive RFID. The security system is implemented on the
student sign card.
In order to work, the security will succeed if the original
tag is used first. The system that is built on the database only
uses a database that is on the RFID reader, therefore the card
tested is only limited to one card. The purpose of this research
is based on the formulation of the problem that is to
implement a security system using the synchronized secret
method on the student's sign card to prevent cloning of data.
The writing of this research is arranged in several parts, the
introductory section explains the background, topics and
limitations and objectives of the topics taken. Furthermore,
related studies that contain research - previous research that
is used as a reference in making this research. The system
built describes the tools, methods used, attacks and system
designs made in this research. Evaluation explains the results
of the tests performed, security analysis based on CIA (Data
confidentiality, Integrity and Availability) on the system.
Finally, the conclusion is where the final results of the system
are made and suggestions for further research.
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INTRODUCTION

Telkom University is one of the universities that have
applied Radio Frequency Identification (RFID) technology,
Student Identity Cards (KTM) as tags and readers placed in
certain places. The application of this technology is carried out
for activities carried out, it is not possible for KTM or KTM
not to be able to attend absences, for this case the use of RFID
technology has been quite effective. The use of RFID
technology at Telkom University continues to grow, activities
that use data input or data manuals themselves are being
developed with this technology.

II.

RELATED WORK

A. Authentication in RFID System
This research is one of the main references of the research
made, in his research the author applies a secret synchronized
method in the security system on RFID to prevent various
attacks [3] such as cloning attacks, eavesdropping, tampering,
forgery and many more. The advantage of this research is that
the system can protect RFID from many attacks at once, as for
the shortcomings of this research, because the system protects
many complex system scheme attacks. In the research, the
system focuses on anti-cloning security that uses references
from this study.

The limited cost and power of RFID technology, this
makes RFID only has functions such as barcodes in general,
tags transmit raw data without authenticating, data data can be
easily copied and extracted to other tags (tag cloning) [1]. In
the case of KTM, the thing that is very detrimental to the
compilation data that is cloned is that the attacker can attend
attendance with cloned data. RFID technology at the
University of Telkom does not have a security system, to
overcome this problem, a security system that can be used,
cloned or cloned in the student tag card tag. This research was
made to find the solution, which is searching cloned data on
KTM using the secret synchronization method [2].

B. Hardening the Virtual Password Authentication Scheme
Security for logging in on a website is the main focus of
this research, the system created implements password
encryption that is displayed with a virtual keyboard. In this
study Mohammad Zakie Faiz Rahiemy [4] used random
integer passwords to refresh the website. When the website is

The synchronized secret method uses tags that store
pseudorandom numbers that are always changing every time
the reader reads the data from the tag, this number cannot be
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refreshed, the encryption of the password displayed on the
virtual keyboard will change, for example before the website
is refreshed the encryption of the letter A is 09Z, after
refreshing A becomes IF5. From this explanation the system
in this study is not much different from the research that was
made because it uses the same concept that is to do a random
password on an object whenever it is triggered by a particular
activity, so that this research can be used as a final assignment.
C. Attacks
•

Cloning Attack
Cloning attack is an attack where the attacker succeeds in
retrieving or capturing tag identification information [5]. This
attack is compounded by the fact that tags can be manipulated
by naughty readers. Cloned tags can be used as a means of
false protection such as passports and drug labels [5].
•

Relay Attack
This attack is an integrity attack where the attacker uses
tag responses to rogue readers to mimic the identity of the tag
[5]. In this case rfid is more vulnerable because of the tag's
ability to be read remotely.
•

DOS (Jamming signal) Attack
This attack is made by using a jamming signal, where the
attacker uses a signal with the same or nearly the same
frequency as rfid [6], so that communication between the tag
and the reader becomes disturbed.

III.

RFID CARD SECURITY SYSTEM

A. Synchronized secret method
Synchronized secret method is one method that is made to
prevent cloning of data on Radio Frequency Identification
(RFID). This method was proposed by Mikko Lehtonen [2].
This method uses rewriteable memory tags, tags provide
random numbers that always change every time the tag is read
by the reader. This number is called Synchronized Secret
because this number is not known by people - people who do
not have physical access to the original tag and can be said this
system is a one-time password [2]. The reader reads the tag
and verifies the static identifier (ID) with the backend, if the
ID is valid then the backend continues checking whether the
synchronized secret matches the tag. If both data are suitable
then the tag has passed the authentication process, otherwise
if the data does not match the reader will detect an error in the
tag [2]. After checking, the back-end generates a new
synchronized secret written by the reader on the tag..

Fig. 1. Flow chart of the system

The reader also sends the table to the back end and
backend makes r ' also a synchronized secret using the same
function in the tag. Next the tag sends r to the back-end to be
matched with r '. if r 'is the same as r then the tag will get
access, if it doesn't match, then the tag can't communicate
with the reader.
In Fig. 2 the security Mechanism can be seen. There aree
three different parts namely Database (D), Reader (R), and
Card (T). First the Reader periodically generates a Table. The
Table consists of new values of existing values. These values
are generated by the PRNG. This Table is then sent to the
Card. The Card receives the Table and generates a new ID
based on the received Table.
This new ID is then sent to the Database via the Reader.
The Database before hand has already updated the
corresponding ID with the new ID based on the self generated
Table. If the ID from the Database and from the Card match
(wich it should) then access is granted. If not, access is
denied. Denied access means that the card cannot perform a
synchronized secret, after failing to understand the deffence
mechanism.

B. System Design
Fig. 1. shows the flow chart of the system. In this system
it is assumed that T is the tag that will be used, namely the
student sign card, R is the reader that is used to communicate
with tags and display data on Arduino, while B is the backend server, the back-end server used is only an existing
database on the reader. The reader table will enter PRNG
(Pseudorandom number generator), then the reader will send
the table to the tag, and the tag makes r (synchronized secret)
with the table k (password) function.
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Fig. 2. Flow diagram of the proposed system

IV. EVALUATION
A. Security analysis of Cloning Attack

• Cloning attack

Cloning attack is an attack on the Data Confidentiality
system [5], Cloning attack is the main attack discussed in this
system. To prevent cloning attacks, only a few ways can be
done, one of which is using the synchronized secret method.
In Fig. 3 it is explained that this attack works by writing the
data obtained from the original tag into the fake tag that has
been provided. In order to protect the data, a system that uses
a synchronized secret method is created, with this method the
data contained in the original tag cannot be cloned by the
attacker, because the data will be changed every time the tag
is attached to the reader. The contents of the data in the tag
changes randomly, where no one knows the random number
that will appear after being affixed to the reader even the user
does not know it, not only that the random password in the
database has a secret password which is intended to change
the character of the password to the specified character. of
course this is an obstacle for the attacker to clone an attack.

Fig. 3. Illustration of cloning attack

•

Jamming attack
One example of an attack on RFID is a jamming signal
attack, this attack attacks the availability of the system [6].
Fig. 5. shows the illustration of jamming attack. Jamming
signal attack where the attacker performs signal
interference when the tag communicates with the reader.
The attacker gives a signal that has the same or almost the
same frequency as the tag or reader, so that
communication is interrupted and causes communication
to fail or run very slowly. This attack is an obstacle to the
system created, because it attacks the signal part which is
not covered by the synchronized secret method, so the
system that is built at this time cannot prevent the attack,
it can be concluded that the synchronized secret method
cannot protect the system made from jamming signal
attack that.

B. Security analysis of Other Attacks

• Relay attack

Integrity attack one example is relay attack [5]. It is
another attack that can be protected by a synchronized secret
method. Fig. 4. Shows the illustration of relay attack. Relay
attack is an attack that forces communication between tags
with a special reader that has been prepared by the attacker.
The attacker uses two devices namely a fake reader and a
special transponder, using these two devices the attacker can
force the tag to communicate without the owner's knowledge,
this attack is a medium-long distance attack. The system
created in this research can prevent the attack relay attack,
because in order to implement the synchronized secret
method, the reader has been set up with a separate code that
can only communicate with the set reader, so the system can
be said to be effective in preventing relays attack, because if
the attacker uses a reader that does not match the tag, or
reader that has not been set up with a separate code, the tag
will always refuse to communicate.

Fig. 4. Illustration of relay attack
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